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Agenda

• Cyber Physical Systems bring in Challenges

• Environment Modeling based Requirements Engineering

• Some Non-functional Requirements

• More Efforts and Further Work
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Cyber-Physical Systems

Cyber-Physical (-Social) Systems
Software systems are to be tightly integrated with the physical systems 
and the social systems

with
networked sensing,  computation, actuation, etc. 

Networked 
Sensing 

Actuation 

Physical/Social worldCyber world

Computation 
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Cyber-Physical Systems

• Increasing number of critical 
applications in dependable sectors 
• Smart transportation
• Large-scale critical infrastructures 
• Intelligent defense systems
• Smart health care
• aviation
• ……
– ……
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Motivation: Smart Home
integrate the facilities of  home life; Keep your home more comfortable, 
more convenient, and more secure via different kinds of sensors and 
actuators, wearable devices, ……

Physical layer 
Sensing, information acquisition and controlled equipment at 

the end of the home, such as air conditioning, TV, smoke 
sensor, etc.

Sensor platform layer 
Effectively translate the functions of various devices in the 
physical layer into services and describe them in a unified 

form.

Service layer 
Includes basic services provided by the sensor platform layer 

and can be combined into more complex applications for 
developers to invoke
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Motivation: Smart Cities

City equipped with smart facilities
Not just about concrete and steel, but 
about how people want to live, e.g.

– define the most pressing 
transportation problems and envision 
bold new solutions 
• that could change the face of 

transportation in the cities 
• by meeting the needs of residents of 

all ages and abilities 
– bridge the digital divide so that 

everyone, not just the tech-savvy, 
can be connected to everything their 
city offers
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Four Fundamental Elements

• Smart spaces 
– combines technical 

intelligence and 
cognitive functions to 
provide an interface 
between the virtual 
and the physical world

• Functionalities 
that the space 
offers (and the 
logics behind)

• People being 
involved in the 
delivering of the 
smart services

• Interface 
between the 
reality and the 
digital world

• Stage that the 
smartness can be 
shown 

Space Device

Servicesinhabitants
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Concerns for Cyber Physical Systems

CPS 

Need

Properties

Benefits

Issues

• Environment
• Openness 
• Dynamically 

changing 
• Perception
• Actuation
• Heterogeneity

• Security
• Privacy 
• Time 
• Physical Interaction 

modeling

Aerospace, automotive, chemical processes, 
energy, civil infrastructure, healthcare, 
manufacturing, consumer appliances, 
transportation, and entertainment

smart grid, autonomous automobile systems, 
medical monitoring, process control systems, 
robotics systems, and automatic pilot avionics



Cyber-Physical Systems

System Components
Diversity and Distribution Heterogeneity

Devices: individual node of the system, 
physical vs logic vs person

Content: data, information and knowledge   
that need to be acquired, stored   
and  processed by the system

IEEE INMIC 2019，Islamabad, Pakistan, 2019.11.30

Operating environment
Openness and dynamic unpredictability

Functionalities:
coming from the environmental entities

Adaptability: 
adapting to new environment
new requirements

System assurance: 
quality of service
security                           
confidentiality and reliability



Challenges: Requirements Engineering

The task of RE
Given Environment Properties 

And Users’ Requirements
When Conduct RE process
Then System Specification 

is decided

3

5

University of Toronto Department of Computer Science

© 2000-2003, Steve Easterbrook

Three different models??

D:
a model of the
environment

S:
a model of
the software 
behaviour

R:
a model 

of the
requirements

is
satisfied
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University of Toronto Department of Computer Science

© 2000-2003, Steve Easterbrook

FM in practice
! From Shuttle Study [Crow & DiVito 1996]

" More errors found in the process of formalizing the requirements than were
found in the formal analysis

# Formalization forces you to be precise and explicit, hence reveals problems
# Formal analysis then finds fewer, but more subtle problems

" Typical errors found include:
# inconsistent interfaces
# incorrect requirements (system does the wrong thing in response to an input)
# clarity/maintainability problems

Issue Severity With FM Existing
High Major 2 0
Low Major 5 1
High Minor 17 3
Low Minor 6 0
Totals 30 4

Environment
Properties

Specification Requirements Environment 
is fixed
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Methodologies

• Perspective of observing the problem
– Goal-oriented approach
– Intentional actors approach
– Scenario-based approach

Environment 
is ignored
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Agenda

• Cyber-Physical Systems bring Challenges

• Environment Modeling based Requirements Engineering

• Some Non-functional Requirements

• More Efforts and Further Work
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M� C�

I� O�Software�

Input Devices� Output Devices�

SOFT�

IN� OUT�

NAT�

REQ�

Monitored 
Variables�

Controlled 
Variables�

Input 
Variables�

Output 
Variables�

Environment�

Output Device 
Interface Module�

Device-Independent 
Module�

Input Device 
Interface Module�

Four Variable Model

D. Parnas and J. Madey (1995), Functional Documents for 
Computer Systems, Science of Computer Programming 
25: 41-61. 

Environment properties 
are first-class citizen 

and represented by sets 
of variables and the 

relationships between 
the variables

Metaphor: 

To-be System is for Measuring 

and Controlling Reality Variables 

accordingly for enabling the 

expected relationships
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Cruise	
control	
system	(S)

Cruise	
speed	(C)

Display	
(DI)

Engine	(E)

Wheel	
(W)

Vehicle	
under	
control	(V)

Maintain	
cruise	speed	
in	a	safe	
manner

Requirements

Physical	Domains

Increase/
decrease	
buttons(I)

Driver	
(D)

Set	cruise	
speed

Requirements

System

Problem Frames

Environment entities 
and some of their 

dynamics are 
explicitly identified 

and represented
M. Jackson (2001), Problem Frames: Analyzing and Structuring 
Software Development Problems, Addison-Wesley

Metaphor: 

To-be System is for 

Establishing Relationships 

among Phenomena of 

Reality that are really 

expected



Still, The Difficulties

• Specify the environment entities with different 
characteristics

• Ensure the description completeness
• Locate the problem
• Decouple the problem
• Identify some related non-functionalities
• ……
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The Solution: Framework

Environment 
Ontology

Problem Description 
Ontology

Problem 
Description

Problem 
Progression

Problem 
Projection

Timing 
Requirements

Security 
Requirements

Privacy 
RequirementsDomain

Knowledge
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Main Principles 

• Principe 1: (Classification) Environment is treated as 
the First-class Citizen, environment objects are 
classified

• Principle 2: (Statefulness) Environment objects are 
stateful, and then concerning environment is stateful. 
Environment state is the situation at a certain point

• Principle 3: (Dynamics) Environment Objects have 
Inner Behavior Regulations Apart from Attribute 
Aspect
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Main Principles

• Biddable entity: 
– Typically consists of people
– It is physical but lacks positive predictable internal 

causality
• Causal entity:
– Their properties include predictable causal relationships 

among its causal phenomena
• Lexical entity: 
– A physical representation of data
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Environment Ontology: 
Classification and Description

Environment 
Entity 

State
Machine

Causal
Entity

Biddable
Entity

Lexical
Entity

Value

Event

Attribute

State

Transition

isA

isA

isA

Has_Static

Has_Static

Has_Static

Has_Value

Can Issue

Has_Event

Source_From Sink_To

Has_State

Has_Trans

Cause

Be_Triggered_By

Has_Dynamic

• classification of environment 
entities, a set of categories (types)

• framework of problem description 
and constraints
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Environment Ontology:
Dynamics

Environment
entity

Entity 
type State machine canIssue

Light unit Causal 

Switch operator Biddable OnButton, OffButton

A set of light units are to be controlled by switch operators.

On Off
OnPulse

OffPulse
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Environment Properties are Matter
• Environment modeling based 

Approach
– Extending the Problem Frames 

representations 
• structures the environment 

elements and then the 
requirements
• provides analysis methods for 

deriving specification
– Defining environment model 

• abstraction of the environment 
elements
• capture the environment dynamics 

and openness

Environm
ent

System
 Specification

Expected Requirem
ents

Ask forEnable

Environment
Properties

Specification Requirements
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Problem Description Ontology

Thing

Requirement
Event

State 

Problem

Interaction

Machine

Value 

Value 
Interaction

Phenomenon

Problem 
Domain

Event 
Interaction

State 
Interaction

Complex
Problem

Basic
Problem

Lexical
Domain

Causal 
Domain

Biddable 
Domain



Problem Description Ontology

State
Interaction

Value
Interaction

Event
Interaction

Interaction Requirement

Machine

Biddable Causal Lexical

Problem
Domain

has_content

locate_in

satisfy
1..

1..

change1..

has_int

developinitiate/receive

1..

concept                   many(one or more) one generalization 1..

Basic
Problem

Complex
Problem

Problem

Event State ValuePhenomenon
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Problem Description Ontology: Constraints
(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)

(9)

(10)

(11)

(12)

The number of concept 
instances

Relations between 
concepts



An Example: Problem Context

a:SO!{OnButton,OffButton}
b:LC!{OnPulse,OffPulse}LU!{on,off}

Interfaces

Switch
Operator(SO)

LightController
(LC)

LightUnit
(LU)Phenomena 

shared through 
Interfaces

To be-
System

Environment 
Entities

a

b
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An Example: Including Requirements

a:SO!{OnButton,OffButton}
b:LC!{OnPulse,OffPulse}
c:LU!{On,Off}
Fig. Light control problem: problem diagram

Requirements 
constraint

Requirements
Requirements 

reference

Switch 
Operator(SO)

LightController
(LC)

Light Unit
(LU)

turn on/off 
lights

c
b

a
a



An Real Example

• A package router is a large 
mechanical device 

–used by postal and delivery 
organizations 
–to sort packages into bins according to 
their destinations.

• Problem is to build the control 
machine

1) to obey the operator’s commands 
2) to route packages to their 

destination bins
3) to report misrouted packages

bin

sensor

switch

pipe

Reading 
station

Package Package 
Conveyor

Operator

Layout 
Designer

Destination 
Informant

Environment Entities
• Package Conveyor [C]
• Package [C]
• Router[C]
• Reading Machine[X]
• Display Unit[X]
• Operator[B]
• Layout Designer[B]
• Destination Informant[B]IEEE INMIC 2019，Islamabad, Pakistan, 2019.11.30



An Real Example: Entity Modeling

• Attributes of environment 
entities 
– Package: label
– Router: pipe[l], sensor[m], switch[n], 

bin[o]
– Reading Machine: label, packageID, 

destination
– Display Unit: package ID, bin, destination 

• Events that biddable entities 
issue 
– Operator[B]: OnBut, OffBut
– Layout Designer[B]: Edit Layout 

Commands 
– Destination Informant[B]: Edit Destination-

bin Commands 

• State machine of causal entity
– Package Conveyor [C]

– Router [C]

Stopped Running
offC

onC

SensOn(i)

SwPos(i,Right)
switch i to right

SwPos(i,Left)
switch i to left
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An Real Example: Locating Problam

Router Controller(RC)

Display
Unit(DU) C

Route(R)
C

Router
Operator(RO)B

Package
Conveyor(PC)

C

Layout 
Designer(LD) B

Destination 
Informant 

Package(RP)
C

Reading 
Machine C

B

Environmental Entities
• Router[C]
• Package Conveyor [C]
• Package [C]
• Operator[B]
• Reading Machine[X]
• Display Unit[X]
• Layout Designer[B]
• Destination 

Informant[B]



An Real Example: Decide Interactions

Package
Conveyor(PC)

Router & 
Packages(RP)

Router 
Controller(RC)

Display
Unit(DU)

Router
Operator(RO)

int1, int2

int13,int14

int3,int4,int5

int6,.., int12

OnBut, OffBut

OnC, OffC

C

C

B

C

Checking list 
1. One and only one machine
2. Multiple domains
3. Each domain has interface 

Events that biddable entities issue 
Operator[B]: OnBut, OffBut
Layout Designer[B]: Edit Layout Commands 
Destination Informant[B]: Edit  Destination-bin 
Commands 

State machine of Package Conveyor

Stopped Running
offC

onC



An Real Example: Decide Requirements 
Reference

Report
misrouted 
package

Obeying 
operator’s 
command

Package
Conveyor(PC)

Router & 
Packages(RP)

Router 
Controller(RC)

Display
Unit(DU)

Router
Operator(RO)

Routing 
correctly

int1,int2

int13,int14

int3,int4,int5

int6,.., int12

int13,int14

int15,int16

int3,int4,int5

int18, int19, int20

int17,int18, int19

C

C

C

B

Running, 
Stopped

OnBut, 
OffBut

Events that biddable entities issue 
Operator: 

OnBut, OffBut
Layout Designer[B]: 

Edit Layout Commands 
Destination Informant[B]: 

Edit  Destination-bin Commands 

State machine of Package Conveyor

Stopped Running
offC

onC



Problem Propagation: When Entity is Too Far
• You can think of any problem [expressed in PF] as being somewhere on a 

progression towards the machine, like this: 

The top problem is deepest into the 
world [REQUIREMENTS].

Eventually, at the bottom, is a pure programming problem  
[SPECIFICATIONS] whose requirement refers just to the machine and 
completely ignores all problem domains.”

•Its requirement RA refers to domain DA. 
•By analysis of the requirement RA and the domain 
DA, a requirement RB can be found that refers only 
to domain DB, and guarantees satisfaction of RA. 
•This is the requirement of the next problem down. 
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Causal Pairs Enable the Removal
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Projection: Including Complete Situation and 
Deriving the Separat Sub-problems

Reading	

station

Switch

Sensor

Pipe

Converyor

&	packages

Bin

(a)	A	Schematic	Picture (b)	Initial	Context	Diagram

Package

Router	

Controller

Display	

Unit

Router	

Operator

Package	

Conveyor

Router	&	

Packages

a:	PRC!{OnC,	OffC};	PC!{running,	stopped}

b:	PRC!{Show(<PkgId,	Bin,	Destn>)}

c:	PRC!{Setting(<LSw(i),	RSw(i)>)}

RP!{SendLabel(p,l),	LId(l,i),	LDest(l,d),	SwPos(i),	SensOn(i)}

d:	RO!{OnBut,	OffBut}

a b

c

d

Example Context Diagram

M. Jackson (2001), Problem Frames: Analyzing and Structuring Software 
Development Problems, Addison-Wesley

(a)	Sce1:	Obeying	operator	commands

(b)	Sce2:	Package	routing

(c)	Sce3:	Reporting	misrouted	package

Int1 Int2

Int4Int3

Int7:	RP,	RC,	PkgArr($PkgID,#Bin)
Int8:	RC,	DU,	Show($PkgID,	$Destn,	#Bin)
Int9:	DU,	RC,	OnScreen(<$PkgID,	$Destn,	#Bin>)

Int7

Int8 Int9

Int5

Int6

Int7

synchronization
asIsEna
asIsOrd

toBeOrd
toBeEna

to-be	interaction

as-is	interaction

Int1:	RO,	PC,	OnBut
Int2:	RO,	RC,	OffBut
Int3:	PC,	RC,	running
Int4:	PC,	RC,	stopped

Int5:	RP,	RC,	Detect($PkgID,	$Destn)
Int6:	RC,	RP,	Setting(<$LWs(i),$RWs(i)>)
Int7:	RP,	RC,	PkgArr($PkgID,#Bin)

Int5

Int7

Int4Int3

Int9

Initial Requirements:  
Desired Relationships 
among the Interactions

The idea:
• Requirements may interleaving. We need decouple them into smaller ones for 

identifying the function points. 
• Projecting the desired environments changes upon the requirements can get a set 

smaller requirements
Three User Stories



Projection based Refinement

RO

Click	on	`On’	button

Click	on	`Off’	buttonrunning stopped

OnC

PC OffC

onScreen(<$PkgID,	#Bin,	$Destn>)

DU
wait

Show(<$PkgID,	#Bin,	$Destn>)

RP

switch	is	placed/
Share(SwPos(i))

PgkArr($PkgID,	#Bin)
InRouting($PkgID)

wait

{Read(Pkg)
Capture(Label(Pkg,	l)),	
RID(l,	$PkgID),	
RDest(l,	$Destn)}
Share(<$PkgID,	$Destn>)

{Layout($PkgID,	<LWs(i),	RWS(i)>)}/
Setting(<LWs(i),	RWS(i)>)

!

Depend	on

{PDest($PkgID,	$Destn),
Assoc($Destn,	$Bin),
PgkArr($PkgID,	#Bin),
$Bin=#Bin}/
;success

{PDest($PkgID,	$Destn),
Assoc($Destn,	$Bin),
PgkArr($PkgID,	#Bin),
$Bin≠#Bin}/
Show(<$PkgID,	#Bin,	$Destn>)
;misrouted

Transition

Domain Environment Ontology

(a)	Updated	Sce1:	Obeying	Operator	Commands

(b)	Updated	Sce2:	Successful	Package	Routing

(c)	Updated	Sce3:	Reporting	Misrouted	Package

Int5:	RP,	RC,	Detect($PkgID,	$Destn)
Int7:	RP,	RC,	PkgArr($PkgID,	#Bin)
Int12:	DI,	RC,	Edit(<Destn,	Bin>)
Int13:	RC,	DBM,	Value(<Destn,	Bin>)
Int14:	DBM,	RC,	Assoc(<$Destn,	$Bin>)
Int8:	RC,	DU,	Show($PkgID,	$Destn,	#Bin)
Int9:	DU,	RC,	OnScreen(<$PkgID,	$Destn,	#Bin>)

synchronization
asIsEna
asIsOrd

toBeOrd
toBeEna

to-be	interaction

as-is	interaction

Int5:	RP,	RC,	Detect($PkgID,	$Destn)
Int6:	RC,	RP,	Setting({$LWs(i),	$RWs(i)})
Int7:	RP,	RC,	PkgArr($PkgID,	#Bin)
Int12:	DI,	RC,	Edit(<Destn,	Bin>)
Int13:	RC,	DBM,	Value(<Destn,	Bin>)
Int14:	DBM,	RC,	Assoc(<$Destn,	$Bin>)
Int15:	LD,	RC,	Edit(<Bin,	{LWs(i),	RWs(i)})
Int16:	RC,	RLM,	Layout(<Bin,	{LWs(i),	RWs(i)}>)
Int17:	RLM,	RC,	Layout(<$Bin,	{$LWs(i),	$RWs(i)}>)
Int18:	RP,	RC,	SwPos(i)

Int1 Int3 Int4Int2

Int4Int10 Int11Int3

Int1:	RO,	PC,	OnBut
Int2:	RO,	RC,	OffBut
Int3:	PC,	RC,	running

Int4:	PC,	RC,	stopped
Int10:	RC,	PC,	OnC
Int11:	RC,	PC,	OffC

Int7

Int8

Int7
Int9

Int5 Int14

Int15

Int16

Int5

Int6

Int18

Int5

Int7

Int14 Int17

Int14 Int17

Int12

Int13Int12 Int15

Int12

Int13Int12

Int5 Int14
Int5:	RP,	RC,	Detect($PkgID,	$Destn)
Int6:	RC,	RP,	Setting({$LWs(i),$RWs(i)})
Int7:	RP,	RC,	PkgArr($PkgID,#Bin)
Int12:	DI,	RC,	Edit(<Destn,	Bin>)
Int13:	RC,	DBM,	Value(<Destn,	Bin>)
Int14:	DBM,	RC,	Assoc(<$Destn,	$Bin>)
Int15:	LD,	RC,	Edit(<Bin,	{LWs(i),	RWs(i)})
Int16:	RC,	LM,	Layout(<Bin,	{LWs(i),	RWs(i)}>)
Int17:	RLM,	RC,	Layout(<$Bin,	{$LWs(i),	$RWs(i)}>)
Int18:	RP,	RC,	SwPos(i)

Int5

Int6

Int18

Int5

Int7

Int14 Int17

Int14 Int17

Int12

Int13Int12

Int15

Int16 Int15

DBM RLM

sce4:	Editing	the	destination	bin	mapping sce5:	Developing	the	routing	layout	model

sce6:	routing	the	package

dynamic

static

DBM RLM

Two Strategies:
• Include missing interactions for making 

the interaction scenarios complete
• Separate multiple roles by including new 

entities

Physical Device Behaviors



Reasoning: Projection and Refinement

Destination
Informant

Router	Layout	
Model

Router
&	Package

Destination-
Bin	Mapping

Package	
Conveyor

Router	
Operator

Display	UnitPackage	
Router

Static	Layout	
Editor

Destination	
Editor

Command
Obedient

Misrouted
Reporter

Layout	
Designer

Causal	Entity

Autonomous	Entity

Symbolic	Entity

Routing	
Controller

Reporting	
MisRouted
Package

req1

req2={req4, req5,req6}
req3={req4,req7}

req4

req5

req6

req7

Router	Layout	
Model

Destination-
Bin	Mapping

Destination-
Bin	Mapping

Arrival	
Bin

Routing

Routing
Controller

Command
Obedient

Misrouted
Reporter

SLE PR ED MR
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Agenda

• Cyber-Physical Systems bring Challenges

• Environment Modeling based Requirements Engineering

• Some Non-functional Requirements

• More Efforts and Further Work
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Timing Requirements

• especially important 
– for real-time safety-critical systems

• as prominent as functional requirements.
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Attaching Timing Constraints

1. Qualitative relations: 
temporal  

2. Quantitative relations

Router
controller

Package 
Conveyor

Router
Operator

req1

int13OnBut
int13OnBut

int1OnC int15Running

int14 OffBut int14 OffBut

int2 OffC
int16 Stopped

C

B

OnC < Running

0< OnButt -Running≤5 s

Timing 
constraints in 
problem domain

Timing 
requirements
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Extension and Benefits
Language extension

• express timing constraints with CCSL(Clock 
Constraint Specification Language) 

Timing requirements derivation
• the problem diagrams and scenario graphs
• from the state machines of causal domains

Timing requirements verification
•SMT model checker: MyCCSL（Z3, CVC4）
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Security/Safety Requirements: Including 
Controllers

Core 
system

Feedback 
controller

Feedforward 
controller

Desired 
Environment 
behaviors

System 
behaviors

Dependable 
System

Undesired 
Environment 
behaviors

Control Environment 
Abnormal Behaviors

Control System 
Abnormal Behaviors
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Use-CasesFB Control-
Cases

FF Control-
Cases

A Knowledge Base
about Threats and Faults  

Core 
system

Feedforward 
controller

Feedback 
controller

Behaviors
deviations Controls

System

Threats (Attacks, 
Malicious Usage,
Operation Errors, 
……)

Desired 
behaviors

System 
behaviors

Security/Safety Requirements: Including 
Controllers

Environment 
Entities

Environment
Entities



Conceptual Graph and Domain Knowledge

share 
phenomena

share 
phenomena

share 
phenomena

Environment Model

OperatorData Physical
World

Designed 
Entity

Function Profile

Control
Profile

Feedforward
Control Profile

Feedback
Control Profile

Threat System Behavior 
Deviation

produce

counter
counter

threaten

control

System Model control

Environment Entity / 
System Asset / Interaction 
/ Phenomenon

Undesired Feature Implied Concern

External / Internal
Autonomous Entity

Has malicious intent to 
access

Authorization 
Concern

System / System 
Component

Produce unexpected 
behavior / output;
Failure

Fault tolerance

Adaptation Concern
External Entity Trigger known attack / 

virus
Security Concern

External Symbolic Entity Has different levels of 
sensitiveness

Privacy Concern

External Physical Device Produce unexpected 
input

Robustness Concern

External Entity Valuable or Critical Safety Concern

Connection Be lost, Be tampered Security Concern
Interactive Environment Uncertain Adaptation Concern
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Entity / Threat / Countermeasure
Featured Entity / 
Service / Interaction

Threat Countermeasure

Private/sensitive data Information 
disclosure in 
transmission or 
service delivering

Strong authorization to data accessing;
Strong encryption to the data;
Communication link securing with protocols that provides
message confidentiality

High available system
service

Denial of service by 
malicious user

Resource and bandwidth throttling;
Input validation and filtering

Malicious operator Spoofing for illegal
usage

Strong authentication;
Strong encryption to operators’ login data;
Authentication cookie protection with Secure Sockets 
Layer 

Critical / Valuable data,
Device, or Interactor 
that can result in big 
loss

Tampering with data 
in transmission or 
data storage and/or 
processing

Data hashing and signing;
Digital signatures;
Strong authorization;
Tamper-resistant protocols across communication links;
Communication link securing with protocols that provides 
message integrity

System fault or
behavior deviation

Oracle-based system behavior checking

Open system/service 
with highly-desired 
availability

Virus, e.g. Trojan 
horse, Worms, ……

Block all unnecessary ports at the firewall and host;
Disable unused functionality;
Harden weak, default configuration settings

…… …… ……MicroSoft, Improve Web Application Security; 
Common Criteria for Information Technology Security Evaluation; 



Reality is Uncertainty: A Necessary Concern

• Strategy is Autonomy or Situation-Aware Design
– Be capable of robust, long-term autonomy requiring 

• minimal or no human operator intervention 
• in the face of 

– Uncertain, unanticipated, and dynamically changing situations

• Direct Interaction means
– Combine

• perception, cognition, communication, and actuation 
to sense and operate the reality

• This leads to three concerns: 
– architecture, environment modeling, situation awareness
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Control Loop and MAPE-K

• Feedforward controller: takes into account the external 
Disturbances to produces a Control Signal that compensates for 
the Disturbances

• Feedback controller: computes Control Signal based on the 
deviation between desired goals and corresponding Measured 
Output

[Shevtsov 2017]

Self-adaption mechanism
• MAPE/MAPE-K control loop 
• Components: sensor, controller, effector, 

communication link 
[IBM 2006, Lemos et al. 2010]

Self-
Adaptation

Direct 
Interaction



Environment + Control Loops + MAPE-K
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Modeling

Separation of Services 
and Controllers

Unified Control Loops

Yixing Luo, Yijun Yu, Zhi Jin and Haiyan Zhao, Environment-Centric Safety Requirements for 
Autonomous Unmanned Systems, Proceedings of the 27th IEEE International Requirements 
Engineering Conference (RE'19), 2019



Situation Awareness

• the perception of environmental elements and events 
with respect to time or space

• the comprehension of their meaning, and 
• the projection of their future status 

• Not only aware, but also take actions
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Distributed Data Privacy Protection

Smart Hospital
Runtime Deployment

Data flows always 
respect privacy policies
• Each node sets its own 

data outflow or inflow 
privacy policies

• All nodes need to 
synchronize the shared 
data

• How to define and deploy? 
Nianyu Li, Christos Tsigkanos, Zhi Jin, Schahram Dustdar, Zhenjiang Hu and Carlo Ghezzi, POET: Privacy on the 
Edge with Bidirectional Data Transformations, 2019 IEEE International Conference on Pervasive Computing and 
Communications (PerCom 2019): 1-10, 2019.



Location, Task, Resource Aware Data Synchronization

Victim Searching
Runtime Decision Making with data

Different nodes needs different 
shared data depending on their 

location, their resource and their 
tasks
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Scene and Risk aware Adaptive Configuration

Environment Friendly: Privacy Protection
Runtime Configuration with Scene Detection and Privacy Policy
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http://re4cps.org/mainPage/home
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Agenda

• Cyber-Physical Systems bring Challenges

• Environment Modeling based Requirements Engineering

• Some Non-functional Requirements

• More Efforts and Further Work
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More Challenges

• How to identify and model the system bound ?
– Human intention and domain knowledge
– Static and dynamic 
– Normal use cases misuse cases, malicious use cases, ……
– Contract-Based Model 
– ……

• How to deal with the time and space consistency among the 
environment entities in the real world
– Space: The space and motion of communicating agents, Robin Milner
– Time: Real time, time constraints, …….
– Space and time ?
– ……
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Conclusions and Future Work

• Tighter interaction with the reality brings in the 
complexity of solution
–Mixture of continuous and discrete components
– Discretization and verification of the hybrid models

• Research topics in RE:
– New patterns/frames for hybrid problem, serving for
• Definition of the problem
• Structure mechanism of problem analysis
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Conclusions and Future Work

• Mobility of moving entity along the space topology 
means the location or context changes
– Changes of the relationship
– Location-aware smartness
– Prediction of the changes

• Research topic in RE:
–Model spaces and movement reactive rules
– Time-dependent behavior and Time-Space Consistency

IEEE INMIC 2019，Islamabad, Pakistan, 2019.11.30



Conclusions and Future Work

• Environment-friendly, endogenous safety and security
– Environment risk assessment before taking actions

• Research topic in RE
– Environment modeling and simulation

• Not only capture the dynamics but also the value- and risk-related 
properties

– Compensating the lack of human intervention by adaptive control
• System behaviors are controlled by: the action-taking, the decision-

making and the policy learning for allowing coping with uncertainty
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